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S ECURITY ASSESSM ENT AT FIRST E NTRY

Brevard County Supervisor of Elections
16 June 2022

WARNING
This information is FOR OFFICIAL USE ONLY (FOUO). It contains information that may be exempt from public release under the
Freedom of Information act (5 U.S.C. § 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in ac-
cordance with DHS Management Directive 11042.1 relating to FOUO information and is not to be released to the public or other
personnel who do not have a valid “Need-to-know” without prior approval of an authorized DHS official.

For more information about this document, contact the DHS CISA Field Operations Staff Duty Desk at ISDAssessments@dhs.gov.
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On behalf of the U.S. Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency
(CISA), thank you for your participation in the Security Assessment At First Entry (SAFE). We appreciate the oppor-
tunity to work with you through this process to assist your organization in improving its physical and operational
security.

SAFE is designed to assess the current security posture and identify options for facility owners and operators to
mitigate against relevant threats. It is not intended to be an in-depth security assessment.

SAFE may be the first step toward an effective security program. In the future, it may be appropriate to conduct a
more detailed assessment, particularly after additional security measures have been implemented onsite.

CISA conducted a visit on 16 June 2022, at Brevard County Supervisor of Elections. This report lists commendable
actions (what the facility is doing well), vulnerabilities (what the facility could improve), and options for considera-
tion (potential security enhancements) based on the Protective Security Advisor's (PSA's) observations and discus-
sions with key site personnel during that visit.

Findings

vulnerablllitles and Gptlons for Conslderation

The PSA identified potential vulnerabilities and suggested options the facility may consider to reduce them. The
table below lists these vulnerabilities and options for consideration.

The SAFE process and options for consideration provide an opportunity for the facility to mitigate vulnerabilities
and implement protective measures. The options for consideration are not prescriptive endorsements of specific
protective measures to be installed and/or used at the facility. The owner or operator determines for the facility
whether the options for consideration provide the desired enhancements in light of the facility's current security
posture, anticipated growth or organizational changes, budgetary outlook, etc.

The options for consideration provide actions that may help improve physical and operational security. References
for the options for consideration provided below are listed at the end of the report.
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Vulnerabilities and Options for Consideration

Category Vulnerability Option for Consideration

The facility was not de-
signed to receive the
general public. The
lack of a lobby style
Building access point prevents
Envelope the ability to imple-
ment physical security
controls which could
reduce risks to the
facility.

« Design and implement an access point which can receive the
general public. The enty point should have a secure receiption
area which includes security/bullet proof glass, camera moni-
toring, buzz-in system, panic button and a means to alert per-
sonnel of a security issue. In addition, diamond plating and/or
hardened wall materials below ths receipt window which
would prevent bullets passing through.

The existing camera
system does not pro-

Electronic vide adequate high » Upgrade the security system to high definition quality cameras
Security definition quality cam- which provide 360 degree coverage of the exterior preimeter,
Systems era coverage to prop- access points and high security areas within the faciliy.

erly investigate secu-
rity matters.

Conclusion

This report provides a summary of key findings of the SAFE at your facility and may be used as a guide for the con-
sideration and implementation of future security measures. Please contact your PSA, Marty J. Smith, DHS PSA, or
DHS with any inquiries about the information contained in this report:

» Tim Bobanic, Facility Point of Contact
Email: tbobanic@votebrevard.gov
Phone: 321-633-2175

» Marty J. Smith, DHS PSA
Email: marty.j.smith@hq.dhs.gov
Phone: 407-504-9675

» DHS CISA
Email: ISDAssessments@dhs.gov

FOR OFFICIAL USE ONLY



